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the previous issue we

I ndiscussed about basic details
of Cyber Crime. In this issue we will
discuss about some of the types of
Cyber Crimes.

Financial Crimes :-

Common motive behind most of
the crimes is money. It is observed
that cyber crimes are being
committed for financial motives.
Financial cyber crimes include credit
/ debit card frauds, bank server /
bank account frauds, hacking etc.
With increase in the use of internet
and mobile banking, online share

tremendously.
In credit card / debit

(
card frauds victim’s card 0001101001

information is stolen /
misused for making

online transactions.
The suspect would 44-
install keyloggers 11010

in computers most WAL
commonly used at ¥
public places such as
cyber cafes, airport,
malls etc.

Unknowingly  victims
would use these computers
to make online transactions.
Card information would be
emailed to the suspect.

At point of sale terminals installed
at  petrol pumps attendants,
hotel waiters etc. may note down
information related to credit / debit
cards used for making payment. This
information is sold to criminals who
misuse it for frauds.

Cyber Pornography :-

Cyber pornography is one of the
largest business on the internet. The
millions of pornographic websites are
growing rapidly in the cyberspace. In
many countries pornography is not
illegal however child pornography is

Cyber Crime

strictly prohibited in the most of the
nations. Cyber pornography includes
websites, magazines produced using
computers and or internet. Most of
the pornographic websites are hosted
on servers located in the countries
where pornography is not illegal or
prohibited Information Technology
Act — 2000 provisions related to cyber
pornography are

Section 67 — publishing or

\

transmitting obscene material in
electronic form;

Section 67A - publishing or
transmitting of material containing
sexually explicit act in electronic
form;

Section 67B — publishing or
transmitting of material depicting
children in sexually explicit act in
electronic form All the offences
related to  pornography are
Cognizable and non bailable.

Sale of lllegal Articles :-

Illegal articles include narcotic
drugs, weapons etc. Publishing or
transmitting information about the
sale or availability of such type of
products is illegal. The suspect posts
information through an email ID
using fictitious details. If buyer and
seller trust each other after their
conversation and / or communication
actual transaction takes place. In such
cases the buyer and seller will meet
face to face at the time of transaction.

It is very very difficult to control
or prevent such type of criminals
from transacting in illegal articles.
Illegal financial gain is the main
motive behind these types of
transactions.

Online Gambling :-

There are many websites
that offer online gambling.
Online gambling is

legalized in few countries.
The owners of these
websites are safe in their
countries.  Legal issue
arises when Indian citizen
gambles on such a website.
Intellectual Property
Crimes :-

Software piracy, music piracy,
source code theft etc. are included
in intellectual property crimes. Selling
and buying of pirated software,
music album, movie is a criminal
offence. Pirated software, music,
movie downloading in electronic
form through websites, newsgroups,
emails etc. is illegal. Mostly pirate
sells pirated software, music albums,
movies in physical media like CDs.
Pirate uses high speed CD duplication
equipments to create copies.

We will discuss other details of
cyber crimes in the next issue.

Ashish Naware
— IT Department
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A person fails because
either he only thinks and
does not act or
he acts without thinking.
Medicines cure body.
Positive thoughts cures
mind.
Medicines have expiry
date.

Positive thought does not

expire.
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