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In the previous issue we discussed
about some of the Cyber Crimes.
In this issue we will discuss about
other types of Cyber Crimes.

Denial of Service Attack :-

In cyber world a Denial of service
(DOS) attack is an attempt to make
machine or network resource
unavailable to its intended users.
Denial of Service attack is also known
as Distributed Denial of Service
(DDoS) attack. DOS / DDoS attack
involve flooding a computer with
more requests than it can handel. This
causes the computer or server to get
crashed and results in non availability
of service for temporary or indefinite
period.

Virus / Worm Attacks :-

Viruses are small software programs
that are designed to spread from one
computer to another and leaving
infections as it travels. Almost all
types of viruses are attached to
an executable files. A virus might
corrupt or delete existing files or data
available on the computer. Viruses
are mostly spread by attachments in
e-mail messages, downloads through
internet. They can be hidden in illegal
software or programs or files.

Worms are similar to viruses but they
are self replicating. Worm enters into
a computer through a vulnerability
in the system and takes advantage of
file transport or information transport
features on the system allowing it to
travel unaided.

Trojans and Keyloggers :-

A Trojan is another type of malware
named after the wooden horse the
Greeks used to infiltrate Troy. Users are
typically tricked into loading executing
it on their computer system. After it's
activation it can achieve any number
of attacks on computer system.
Trojans are also known to create back
doors to give malicious / illegal users
access to system. Trojans do not get
self replicated. Trojans mostly spread
by downloads through internet,
attachments to e-mail messages.

Keylogger is a type of surveillance
software that has the capability to
record every keystroke you make
on keyboard. Keyloggers are most
commonly found in public computers

Cyber Crime

such as those in cyber cafes, hotels
etc. Keyloggers are normally used
by culprits to steal login details,
passwords, credit card / debit card
information.

Internet Time Theft :-

Internet time theft comes under the
heading of hacking. It is the use by an
unauthorized person of the internet
hours paid for by another person. The
person who gets access to some one
else’s ISP user ID and password, either
by hacking or by gaining access to it
by illegal means, uses it to access the
Internet without the other person’s
knowledge. You can identify time
theft if your Internet time has to be
recharged often, despite infrequent
usage.

Web Jacking :-

This term is derived from the term
hi jacking. In these kinds of offences
the hacker gains access and control
over the web site of another. The
motive is usually the same as hijacking
ransom. This occurs when someone
forcefully takes control of a website
by cracking the password and after
changing it. The owner of the website
does not have control anymore over
what appears on that website. Web
jacking is a surprisingly easy way to
take control of a Web site. While Web
site owners fortify their systems with
firewalls and other security measures,
some have lost control of their sites
as a result of a web jacker simply
emailing the registrar. Unless the
door that allows web jacking to occur
is closed and locked, no amount of
front-facing security will protect Web
sites from such a rear attack.

E-mail Frauds :-

Email fraud is the intentional
deception made for personal gain or
to damage another individual through
email. It began to be used as a means
to defraud people. In the email frauds
most of the scam emails promise the
receiver millions or sometime billions
of dollars. Most commonly the email
says that some rich African bureaucrat
or businessman or politicians has
died and left behind a lot of money.
The victims is informed that a small
amount of money ranging from 100
to 2500 dollars are needed for bank
charges or other paper work. This
money is the motive behind the
elaborate scam. Once the victim pays
this money the scamster disappears
from the scene. A majority of these
emails have originated from Israel,
Netherlands, UK and other European
countries. These scam emails are
believed to originate from Nigeria.

Cyber Terrorism :-

Cyber terrorism is the premeditated
use of disruptive activities, or the
threat thereof, in cyber space, with
the intention to further social,
ideological, religious, political or
similar objectives, or to intimidate
any person in furtherance of such
objectives.

Use of encryption by terrorists :-
Encryption technology has always
been regarded as a weapon, due to
its uses in wars and espionage. Trend
that is emerging nowadays is the
increasing use of encryption. Usually
the proponents of regulations claim
that terrorists and cybercrime are
heavy users of strong cryptography.
Strong encryption is the criminal’s
best friend and the policeman’s
worst enemy. Terrorists have a new
tool - a mobile encryption software
system that operates cell phone-to-
cell phone, and works on even those
devices that aren’t equipped with
the technology. Called the “Mobile
Encryption Program,” the software is
intended for mobile phones that run
off Android and Symbian systems —
but it allows for the encrypted files
to be sent and read on phones with
different systems.
Ashish Naware — IT Department
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Objectives
The objective of setting Payment
Banks in India is to further financial

Payment Banks

credit and other services to its
Customers, which otherwise it
cannot offer.

inclusion by providing small savings
accounts and payments/remittance
services to migrant labour force, low
income house holds, unorganised
sector entities and other similar users
by enabling high volume — low value
transactions in deposits and payment/
remittance  services in a secured
technology driven environment.

Registration

The payment Bank will be registered
as a public limited company under
Companies Act 2013 and licensed
under section 22 of the Banking
Regulation Act 1949, with specific
licensing conditions restricting its
activities to acceptance of demand
deposits and provision of payments
and remittance services. These banks
will be governed by the provisions
of the Banking Regulation Act 1949,
Reserve Bank of India Act 1934,
Foreign Exchange Management Act
1999, Payment and Settlement Act
2007, other relevant statutes and
Directives, Prudential Regulations of
RBI and other Regulators from time to
time, including the regulations of SEBI.

Eligibility

Existing Pre-paid Payment
Instruments issuers authorised under
the Payment and Settlement System
Act 2007, Non Banking Finance
Companies, Corporate Business
Correspondents, Mobile Telephone
Companies, Supermarket chains,
Companies, Real Sector Co-operatives
and public sector entities are eligible to
apply for Payment Bank license. Banks
are permitted to take equity stake in a
payment bank to the extent permitted
under section 19(2) of the Banking
Regulations Act 1949. The promoters
of the payment bank should be fit and
proper as in the eyes of the SEBI and
the RBI on the basis of past record
of sound credentials and integrity,
financial soundness and successful
track record of atleast past five years.

As these entities are set up for the
differentiate objectives, they are
permitted to undertake only following

activities under the Banking Regulation
Act 1949.

Scope of Activities

1) Acceptance of demand deposits,
savings and the current deposits.
These deposits are eligible for
DICGC cover. Their primary role is to
provide payments and remittances
and demand deposits services to
Small businesses and low income
households. The payment banks
initially are allowed to hold maximum
deposit balance of Rs.1,00,000/- per
customer, which may be enhanced
after reviewing the performance of
these Banks. If the, transactions in

Hon'ble Finance Minister
while presenting Union
Budget 2014-15 on 10th July
2014 put forth his intentions
to opt for small private
banks to meet redit and
remittances needs of small
businessmen, Unorganised
sector, Low Income house
Holds, farmers, migrant
work force and specifically
to those who are under
served in the population.

these accounts conform the small
accounts transactions norms the RBI
may permit simplified KYC/AML/CFT
norms in these accounts.

2) Offer payments and remittance
services through their branches,
business correspondents,

mobile banking channels,
Automated Teller Machines, Cash out
of point of Sale Terminal

locations.
3) Issue Prepaid Payment
Instruments under Payment and

Settlement Systems Act 2007.

4) Offer Internet Banking services to
its customers after ensuring that the
necessary enabling

systems and risk management
systems and controls are at place.

5) Can function as Business
Correspondent of other banks to offer

6) The bank should use the word
'Payments’ in its name.

7) The payments Bank cannot set up
subsidiaries to undertake non banking
financial services to

its clients.

8) The Payment Bank should strictly
keep the other financial and non
financial activities of the
promoters, distinctly ring-fenced.

Deployment of Funds
The Payment banks are

not allowed to undertake lending
activities. Payment Banks need to
invest their funds in Cash Reserve
Ratio and Cash balance needed for
running day to day activities and the
balance amount should be invested in
Government Securities/Treasury Bills
with maturities upto one year.
These banks are permitted to have
access to the inter bank uncollaterized
call money market and the collaterised
CBLO Market for the purpose of
temporary liquidity management.

Capital Requirements

Payment Banks do not encounter
credit risk as they do not lend money.
The investments are short term and
held to maturity and therefore there
is no need of capital for market
risk. These banks are exposed to
operational risk and to begin with are
directed to hold minimum paid up
voting equaty capital of Rs.100 Crores
and a minimum capital adequacy ratio
of 15 percent of its risk weighted assets
on a continuous basis and a leverage
ratio of not less than five percent i.e.
the total outside liabilities should not
exceed 20 times its net worth.

The minimum initial contribution of
the promoters in the paid up voting
equaty capital of the bank should
be atleast 40 percent and locked
in for minimum five years from the
commencement of the business.

Excess initial holding by the
promoters should be brought down
to 40 percent within three years, to
30 percent within ten years and to
26 percent within twelve years after
the commencement of the business.

I



The voting rights are capped up at
ten percent, which may be raised to
26 percent in a phased manner by
RBI. Any acquisition of five percent or
more of paid up voting equity shares
will require RBI approval.

Business Plan

As the concept of Payment Banks is
floated for the purpose of providing
banking facilites to remote and
unserved areas, the preference will
be given to those, who propose to set
up Payment Banks with access points
primarily in the under banked states/
districts in the North East, East and the
Central regions of the Country.

Preference will be given to those

who have a strong technological
support to ensure cost

saving wide spread network of
access particularly to remote areas.

The Board of the Payment Bank
should have a majority of independent
directors and should comply with the
corporate  governance guidelines
including fit and proper criteria for
directors as issued by RBI from time to
time.

Other Conditions

1. Entities other than the promoters
will not be permitted to have share
holding in excess of ten percent of the
voting equity capital.

2.  The bank is required to open
atleast 25 percent branches in
unbanked rural centres with

population less than 9999.

3. The operations of the bank should
be fully networked and technology
driven from the beginning

4. The Bank should set up a high
powered customer Grievance cell to
handle customer complaints.

5. The Bank should comply all the
stipulations of the RBI. Non compliance
will lead to penal

measures including cancellation of
license.
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