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I n the previousissue we discussed
about some of Cyber Crimes.
In this issue we will discuss a few
more of similar Crimes.

Email Spoofing:-

A spoofed email is one that
appears to originate from
onesourcebutactually has
been sent from another
source. e.g. A hacker
spoofs email address of
person "X" and sends
malicious mesages to
other persons. Since the
email appears to have
been generated from "X", §
the persons who receive
the said email may register
compliant and relation with the
original "X" may get spoiled for
lifetime.

Forgery :-

Documents like academic
certificates, mark sheets, currency
notes, stamp papers etc. made
by criminals using computers,
printers and scanners are some
of the forgery related crimes.
In the vyear 1995, Economic
Offences Wing of Crime Branch,
Mumbai seized over 22,000
counterfeit share certificates of 8
reputed companies. These were
allegedly prepared using Desktop
Publishing.

Cyber Defamation :-

Defamation takes place by using
computers and / or Internet. One
person publishes defamatory
matteraboutsomeotherpersonon
website or sends emails containing
defamatory information to

relatives / friends of victim. Most
of the girls and women are victims
of such type of crimes. Criminal
creates a fake account in the name
of the victim and sketches victim's
profile in such a way that it attracts
attention

by nasty comments

Cyber Crime

from many who visited

v victim's
. profile.

Cyber Stalking :-
Cyber stalking is to hunt for a
person by using Internet, email

or other types of electronic
communication devices. It
involves harassing/threatening by
appearing at a victim's home or
office place, making phone calls,
leaving written messages or by
injuring / destroying maliciously.
Web Defacement :-

It is normally the substitution
of the original home page of a
website with another page created
by hacker/criminal. This type of
crime not only takes place for
political reasons but criminal may
do it for thrill or for financial gains
as well. In such type of attacks
corporations, government sites
and religious sites are regularly
targeted by hackers/criminals.
Website represents the image of
company / organization / institute
and these are therefore vulnerable
to defacement. Visitor may loose
faith in sites that compromises
security and  will  become
attentive security and will become

attentive while performing online
transactions. In case of web
defacement, sites have to be shut
down for repairs for a long period.
Email Bombing :-
It refers to sending a large number
of emails to the victim resulting
in victim's email account or mail
server getting crashed. This is a
type of denial of service (DOS)
attack. A DOS attack is one
which brings the system to
its knees thus making the
server inaccessible.
Data Diddling:-
Most common form of
cyber/computer crime is data
diddling. Data diddling is illegal
or unauthorized data alteration /
modification / mutation. These
changes may take place before or
during data input or before output
/ result. These type of crimes have
affected banks, payrolls, inventory
records etc.
Salami Attacks:-
Thesetypeofattacksarecommitted
for financial gains/crimes. In
this attack data alteration is so
insignificant that in a single case
it would go unnoticed. e.g. A bank
staff member installs a program
into the bank's server, that
duducts a small amount of money
from every customer account and
transfer it to assigned account.
No account holder will notice
this illegal /unauthorized debit in
his/her account. But criminal will
make / collect a sizeable amount
on every attempt of execution of
program installed on server.
Like these, there are many other
types of crimes evolving out of
cyber space. We will discuss some
of those in detail in the next issue.

- Ashish Naware
IT Department
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